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®. UN1 (INTRODUCTION)

o.0 AMUEIRYvaINTUsTTiuAMEs s uANusuasUaeadtlHUS
sheruimimanaluladogismnga glivimivestognaumsleuesiuasuly uazem
Fuaviafiiatu aandussminaUsamaiiensnuaznswan diurrudosiuanuiuanaende
lawvesitinntu Feervdsmansynulumsausonisanttu faufadinrusidulunissanisenudeiiu
mnuiunsaendsleuefmaiogeiivsyansam
mMsUsziuanudeasiuanuiupsaenselewes (Cybersecurity Risk Assessment) (156077
"nsUsEiuAdes” (Risk Assessment) Wudiuddnvenssuiunsdnnisannudsaesanicu lag
nsUsziuauewilfanunse:
- szymnmsalaudesiilufonna uazerathlugnssnuseannduludusingg
- fnunseduresnudssiuausiuaaendulauesideundsy anudilafififeadu
spiundsaztelianiuamsaumnsidiunisuagninensiiiieme iedanisiuanuided
fansuanudfnygsan
- a$eimusssuiinsevindennudssnigluanny dWeldmifivesantuidiusou

TunsdnnisientuanudesnuanuslunsUasnnelouss

o, nUszeaA (PURPOSE)

Welimhgaulassaiaiugiudidgnisansaumna Inseunsaniuaufedanuidanidunis

Uszilumnudssnuanuiunsasnneloiuasimungay

. naudamung (Audience)
nauninednwialuil
Y 1 v a | o v P o v v v Ao
- @umulmmw,aa (Stakeholders) (L9U AINUINTU NAWATEUU IVUNIU LIIRUINTNYIATINY
fupsUasnfua1saund “1a<) Angluanvu
- ISnwnneuenvised liusnsaniiunisussdiuanudeduuiuvesaniu

& vauLun (SCOPE)
YauLUAveuINRtuligutulunnsouaudss MsUssdiy waznsianiswinty dmsu
WoBY 9 WU MIANMULEENITTIENUAMEES Faog MelAveuaNnINuYeINITINNTANELS B¢

YONMLBVDULUN VDL UINAUUL



©

&. ﬁ%’l\iU%UVIﬂ’J’]SJLgﬂﬂ (ESTABLISH RISK CONTEXT)
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B{UIM15 (Head of Organization)
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Heidumaluladuazn1saiueu (Technology and Operations Function)
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Step 1 : Risk Identification

Step 2 : Risk Analysis
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.o VUNIUN o: N1TITYAMULEEY (Risk Identification)
® szyniwdau (Identify Assets)

® n15a51uUUTIARLAEANAIN (Threat Modelling)



nsassuuTaesieanauitunause Ul
e. mii:‘q%am‘umLLa:miﬁ'lLLuniz‘U‘U (Scope Identification and System
Decomposition) ~taivualaswudmiunmsasiuwuuiiasdeanany

=

©. N1338YABANATY (Threat Identification) —iieszumanisaidululafiglaufanunse

Y

al

nsvviseninddula
. N138319UUUINABINTTIANA (Attack Modelling) - MdsaINTEYWANIslAEANATY
Neadesiunsnddunnarsnenisud daardumsifoulouvgnisaliadudiduadunislaudmdulula
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TudulunsundesssuuiazdndinumnudAyuesnisideu

o a¥maunisainauides (Construct Risk Scenarios)

n1sadsaniunisainnudsudunugaielunisdniunisdunounisszyadeg
Thateauysal sdiidnueiiioatisaniunisal “dsflorafianain (What Could Go Wrong)”
e sitansswasdiuius fuffuanminndeuessyuu uasfonnmuiiieidos

anunsaifrassnudesfiainanegisitiesueamazaanlunsieansludeiidiule
dude uaztaelianunsnlinseilasiadennudsduduneusde 11U anunisaianudssesssy
oaAUsENaUVEN < Usems sioluil
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(W Shodan, ExploitDB) Soulvwoammnisal

(Event Condition)®
® aunIngnAUNULATYN | @  aunsavilame o Funsavhgilamn
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® MuuaNanszNu (Determine Impact)

Taevialy n1suansaniunisalmudseadananoni1ssneIAudu (Confidentiality)
ANaNysal (Integrity) wag/vsanunsouldau (Availability) vemsnddu (Wu Jaya aunsal N3
fuiuny) mslauile 9 vemsndauarudafunansenuluany () seduselud:

- 53FUBIA (National) - Tuszudseima nansznuenagnuesindusuasereanusiuauaz
WASHFNAVRIUTENA

- 83An5 (Organisational) - luszAussdns nansznueagnuesIndunisugavsinlunis
fuiuns mudenesedeideauarnsgaidonnanisiy

- yaAa (Individual) - Tuszduyaaa nansenuaiuisanastaindunisgyidsdin
LaTNITUINAY

A151901UE19 A A2081901519U A MTUA TR TINANTENUYDIALEEY
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- 1Ag2taefiUUIUNNI95IA (Relevant to business context) - LTaslgsAasulefy
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- lsifanau (Unambiguous) - lddesureiifuiarsiuaesmieniiitindaiuim (gu n1g
Hilvavesdeyaiigninuszamdu “anudu” vieshlsinsuinisvesgninnnindesas €o nyavzin)

- yunesfivanuaty (Multi-perspectives) - syUSELANERITBIHANTENUIINUAAL TN
91N e FEHU (WU TEAVUTENA 03ANT UATYAAR)

A1519ANBS U8 LU NS UNTITRINTAUNANTENUYDIAINULEE

[ (3% o ] a X o .
INQUIAIAAIUANNLIUAS NANIENUNDNANATU (potential impact)*
Uasaneleiues (Security s
o #n nang 6N
Objective)
nsUawmetaya nsawmeloya nsawmetoya
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Y . . DIVENANTTNULRYYIS 9198 NaNTENU D1VAINANTENU
AUNNTINAINEU e o , o
o 281439100 (Limited) DE19318LLSY (Serious)  [2814318LL59311N (Severe
(Confidentiality) R . R p .
waztinnause Lo uaztinnause Lo or Catastrophic)
wAsIRd Aoy WA Agy uaziianauselua
(Less Important or (Important National [l @dFgyes
Interests) (Extremely Important
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INUILAIARUANLUAY
Uaaangleiues (Security

4 = X L
NaN3IENUN1ANAVU (potential impact)*

1
o

Objective) " nans o
Secondary National National Interests)
Interests)
fnansynusioteyaidy (fnanszvusedoya Transevusieveys
(Hoyavmansdutionn  [iduann (eyavnansdu|iduiian @eyavnans
Domenmmaidefios  |[Fonndaneioumie [§udonndamerioms
UNEILENDIALNA WigsudILaznaliig  [M3aliieau1sdIuazne
AnudsmeLnUselesd |anudemneunuselevd [IiAnanudemen
WA955) WIS §0E19518L39) Uselovtiunasy
ota1euseiian)
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ATURIU(Ntegrity)

msunlavseriateteya
lnelilasuauayn

D1 INANITNULDYWID
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®. GUIDE TO CONDUCTING CYBERSECURITY RISK ASSESSMENT FOR CRITICAL INFORMATION
INFRASTRUCTURE, Cyber Security Agency of Singapore, FEBRUARY bolbe
Link:

https://www.csa.gov.sg/docs/defaultsource/csa/documents/legislation supplementary referenc

es/guide-to-conducting-cybersecurity-risk-assessment-for-cii.pdf
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Link: https://csrc.nist.gov/publications/detail/sp/@oo-mo/rev-e/final
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Link: https://www.iso.org/obp/ui/#iso:std:iso:me@ocoo:ed-b:ve:en

& ISO/IEC baloo&:woew Information technology — Security techniques — Information security
risk management, ISO/IEC, July boew
Link: https://www.iso.org/standard/e&b=e.html
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